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Money laundering – Risk Assessment

It is expected that the senior management of a firm appropriately considers and agrees on their firm’s vulnerability to money laundering and terrorist financing activities – taking account of the factors highlighted below and ensuring that this is formally documented.

· the need for a periodic business wide AML/CTF risk assessment;

· provision of a clear and consistent methodology used for risk-scoring clients, (this drives the extent of due diligence that the firm is required to conduct);

· ongoing assessment of enhanced due diligence triggers, the levels of ongoing monitoring and the frequency of periodic reviews;

· more efficient and effective use of resources, proportionate to the risks faced;
· minimising compliance costs and burdens on customers;

· greater flexibility to respond to emerging risks as laundering and terrorist financing methods change (e.g. cryptocurrency); and
· Regular staff training to ensure that all staff can recognise and correctly deal with suspicious activity (escalation and risks/penalties of tipping off).
This will be recorded within the separate AML risk assessment checklist.
Money laundering – Reporting suspicions

Description of the procedure to be carried out

Any suspicion by staff, or Executives, of possible money laundering on the part of a client, or another member of staff, must be reported to the Money Laundering Reporting Officer.

Individuals who are required to carry out this procedure

All staff

Individuals responsible for ensuring that this procedure is carried out
SMF17
Any member of staff who becomes aware that a reportable event may not have been appropriately reported to the Money Laundering Reporting Officer must take appropriate steps to ensure that the matter is so reported.

Circumstances under which procedure must be carried out

Immediately following a suspicion.

Arrangements for monitoring

All staff will be required annually to warrant that they have reported all suspicions relating to money laundering.

Standard to be met

1. The report must be made directly and only to the Money Laundering Reporting Officer without disclosure to any other person.  Failure to comply with this requirement may be considered as a criminal offence.
2. Following the report, the individual must not disclose (directly or indirectly) to any person anything in relation to the matter other than the Money Laundering Reporting Officer.

3. The report should be made immediately on suspicion, without any delay.

4. The report must be full and frank.

Identity Verification – Individuals

Description of the procedure to be carried out

Individual identity verification must be undertaken in all circumstances where it is a specified requirement of another procedure set out in this manual, or where expressly requested by the Firm’s Compliance Function. From EBA/CP/2023/11, it is highly recommended that firms use secure, remote money laundering tools when onboarding clients.

Individuals who are required to carry out this procedure

Executives
Advisers

Individuals responsible for ensuring that this procedure is carried out
Executives
Circumstances under which procedure must be carried out

Prior to the first occasion on which the Firm acts for that individual or, where verification is being undertaken of a Director or Trustee, prior to the first occasion on which the Firm acts for the Trustees and/or sponsoring employer.

Arrangements for monitoring

Compliance function will monitor on an ongoing basis as part of client file audit procedure.

Requirement arising under

FCA Factsheet – small firms approach to UK financial sanctions.

FATF Report – guidance for the life assurance sector.

JMLSG 2007 Guidance Part I – 5.6.15

EBA/CP/2023/11

Standard to be met

1. In the case of a person, the identity of that individual must be verified and documented using the most recent format of the Firm’s ‘Identity Verification Form’.
2. Each client for whom identity verification is undertaken must be:

a. Assessed as to whether they, or any closely connected party, are noted on the most recent HM Treasury ‘UK Consolidated Financial Sanction List’ (https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets/consolidated-list-of-targets) unless this function is outsourced to an AML checking service.
b. Assessed as to whether they, or any closely connected party, may fall within the definition of a ‘politically exposed person’ as defined in a separate procedure covered within this manual.
3. If an individual, or closely connected party, is identified as appearing on the UK Consolidated Financial Sanctions List, then this must be immediately reported to the Compliance Function before any transaction involving or instructed by that individual has been undertaken.  Failure to do so may lead to criminal prosecution.
4. Identifying the ultimate beneficial owner, (where there's a beneficial owner who is not the client) and taking measures, on a risk sensitive basis, to verify their identity, including in the case of a trust or similar legal arrangement, measures to understand the ownership and control of the person, trust or arrangement. 
5. Enhanced due diligence measures and enhanced ongoing monitoring must always be applied in the following circumstances: 

· Any cases identified by the firm's risk assessment which by its nature may present a higher risk of money laundering or terrorist financing. E.g crypto-currency transactions
· Any transaction with a client established in a high risk third country 

· Where the client is a politically exposed person (PEP), or a family member or known close associate of a PEP

· Any case where a client has provided false or stolen identification documents or information on establishing a relationship

· Any case where a transaction is complex, unusually large or there is an unusual pattern of transactions

6. If any individual or closely connected party is identified as holding a position likely to fall within the definition of a politically exposed person, then this must be:

a. Reported to the Compliance Function before any transaction involving or instructed by that individual is undertaken.

b. Reported to any product provider with whom a transaction has been arranged for or on instructions of that individual.

7. A copy of the identity verification documentation must be retained on the client file along with any supporting evidence.
8. The completion of the identity verification document must be noted on the ‘initial client contact’ file note.
9. The completed identity verification documentation must be signed and dated by the adviser.

Notes:

The Firm is under an obligation to stop any services provided to any person appearing on the HM Treasury ‘UK Consolidated Financial Sanction List’ and make an immediate report by email to Office of Financial Sanction Implementation via ofsi@hmtreasury.gov.uk
It is not necessary to notify NCA that a person is on the sanctions list, however, firms should consider whether the presence of an individual on the list gives rise to a suspicion of money laundering or terrorism, in which case the firm must make a report to NCA.

If the firm has not made a report to NCA then it is not an offence to tell the client that they have been found on the sanctions list.

Identity Verification – Businesses

Description of the procedure to be carried out

Corporate identity verification must be undertaken in all circumstances where it is a specified requirement of another procedure set out in this manual, or where expressly requested by the Firm’s Compliance Function.

Individuals who are required to carry out this procedure

Executives 

Advisers

Individuals responsible for ensuring that this procedure is carried out
Executives
Circumstances under which procedure must be carried out

Prior to the first occasion on which the Firm acts for that business.

Arrangements for monitoring

Compliance function will monitor on an ongoing basis as part of client file audit procedure.

Requirement arising under

FCA Factsheet – small firms approach to UK financial sanctions.

FATF Report – guidance for the life assurance sector.

JMLSG 2007 Guidance Part 1 & 2

EBA/CP/2023/11

Standard to be met

1. The referral must be made to the Firm’s Compliance Function by email or in writing, at least five working days before the provision of any services to that Client by the Firm, or with sufficient time to allow for personal identity verification of individuals, should this be required.
2. In respect of non-private individuals (e.g. a corporate body), the Regulations require that beneficial owners owning or controlling more than 25% of body corporates, partnerships or trusts are identified, and that risk-based and adequate measures are taken to verify their identities.
3. The adviser should collect the following documents and information which should be referred to the compliance department:

a. Details of the Companies House registration.

b. The latest set of unabbreviated financial accounts.

Politically Exposed Persons – assessment method

Description of the procedure to be carried out

Assessment of whether an individual is a ‘politically exposed person’ must be carried out in all circumstances where individual identity verification is being undertaken.

Individuals who are required to carry out this procedure

Executives
Advisers

Individuals responsible for ensuring that this procedure is carried out
Executives
Circumstances under which procedure must be carried out

In all circumstances where individual identity verification is required to be undertaken and, prior to the first occasion on which the Firm acts for that individual or, where verification is being undertaken of a Director or Trustee, prior to the first occasion on which the Firm acts for the Trustees and/or sponsoring employer.

Arrangements for monitoring

Compliance function will monitor on an ongoing basis as part of client file audit procedure.

Requirement arising under

FCA Factsheet – small firms approach to UK financial sanctions.

FATF Report – guidance for the life assurance sector.

JMLSG 2007 Guidance Part 1 & 2

FCA - FG17/6: The treatment of PEPs for AML purposes.
Standard to be met

1. Consideration of whether a Director or Partner or Trustee may fall within the definition of a ‘Politically Exposed Person’ must take account of whether they are known to hold, or to have held, the following positions, or are in any way connected to another party who has held or does hold:
Prominent public functions include:

· Heads of state, heads of government, ministers and deputy or assistant ministers

· Members of parliaments or similar legislative bodies e.g. the Scottish Executive or Welsh Assembly

· Members of the governing bodies of political parties

· Members of supreme courts, of constitutional courts, or of other any judicial bodies the decisions of which are not subject to further appeal, except in exceptional circumstances - in the UK this means only judges of the Supreme Court 

· Members of courts of auditors or of the boards of central banks

· Ambassadors, charges d’affaires and high-ranking officers in the armed forces

· Members of the administrative, management, or supervisory boards of state-owned enterprises (only applies to for profit enterprises where the state has ownership of greater than 50%)

· Directors, deputy directors and members of the board (or equivalent functions) of international public organisations such as the UN and NATO 

2. If any individual, or closely connected party, is identified as likely to fall within the definition of a politically exposed person, it must be:

a. Reported as such to the Firm’s Compliance Function, before any service is provided to the client.
b. Enhanced client due diligence (EDD) must be applied for PEPs, their family members and known close associates. EDD should be applied for one year after the PEP has left their role, (you can choose to extend this period where you consider necessary to the potential risk). Note that you are not obliged to apply EDD on a PEP's family members or known close associates once they have left their role, unless you are aware of other potential risks.

c. EDD is required due to the increased risk that the position held by the PEP might make them, their family members, or close associates, vulnerable to corruption. PEPs might also abuse their position in a public office for personal gain and use the financial system to launder the proceeds of this abuse of office.
d. Reported to any financial product provider with whom the Firm subsequently agrees to undertake a transaction on behalf of that individual or, where verification is being undertaken of a Director or Trustee, prior to the first occasion on which the Firm agrees to undertake a transaction on behalf of the Trustees and/or sponsoring employer.

	identification requirement - Individuals
	Verification requirement – 

standard client due diligence 
	Verification requirement –

 enhanced due diligence i.e. additional information which may be required*

	· Full name

· Residential address

· Date of birth 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
	· Government issued document showing full name and photo with:

· either the residential address

· or their date of birth

Government issued documents with a photo include; 

· Valid passport 

· Valid photocard driving licence (full or provisional) 

· National identity card 

· Firearms certificate or shotgun licence 

· Identity card issued by the Electoral Office for Northern Ireland 

· Government issued document with their full name but without a photo, supported by a second document, such as those issued by government, public sector, banks or utility providers, which incorporates: 

· client’s full name and

· either the residential address

· or their date of birth

Government issued documents without a photo include; 

· Valid old-style full drivers licence 

· Recent evidence of entitlement to a state or local authority funded benefit, tax credit, pension, educational, or other grant 

· Instrument of a court of appointment e.g. liquidator or grant of probate 

· Council tax statement or demand Other documents include (if from the internet, PDF form is preferred): 

· Current bank or credit card statements 

· Utility bills 

·  A record of a visit to the client’s home by a member of staff can be used as a second document.
	· Nature and details of occupation / employment including salary details

· Further robust verification of ID from reliable independent source

· Record of changes of address

· Establish the source and origin of funds to be used

· Establish the source of wealth

· Anticipated levels and nature of the activity likely during the relationship

· Details of relationships between signatories and underlying beneficial owners

· Better understanding of individual’s reputation and/or role in public life and assess how this might affect the level of risk

 

Non face-to-face clients

· Verify other aspects of the clients id

· Telephone contact on a verified number to verify other data provided

· Corresponding with the client at a verified address requiring some form of response

· Copy documents to be certified by an appropriate person


 *Most of the additional information required for enhanced due diligence is likely to be obtained via the fact find process.
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