Essentials











Disaster Recovery Plan

ABC Ltd
INDEX 
Section 1
Overview of the Firm 

1.1

Premises  

1.2

Personnel 
1.3

BCP Coordinator  

1.4 

Communication Process 

Section 2 
Business Processes  

2.1

Systems  
2.2

Electronic and Paper Records 

Section 3
Risks 

3.1 

Identification and Mitigation of Risk and Contingency Plans   

Section 4 
Testing and Reviewing the Process 

4.1

Testing and Reviewing 

	SECTION 1 – OVERVIEW OF THE FIRM


	  1.1   
	PREMISES 


The Firm’s Registered address is … 
The Firm’s regional offices are as follows:

· …
· …
The premises will be used for - 
· Administration 

· Telephone contacts 

· Document storage 

· Client interviews

· Team meetings 

· Presentations

· Training sessions 

The properties are leased from:

· …
· …
The properties has appropriate fire escapes, fire and security systems. 

The properties have alarm protection and the alarm companies contact details are:

· …
· …
	  1.2   
	PERSONNEL 


Details of the individual’s who work at the premises are as follows.  

	Name 
	Role 
	Supervisor 
	Work Base 
	Home Address
	Home Tel. No. 
	Mobile Tel. No. 
	Emergency Contact 

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


	1.3 
	BCP COORDINATOR 


In the event of a disaster / emergency, the implementation of the Business Continuity Plan will be the responsibility of … (BCP Coordinator). Upon notification or awareness of an event, the BCP Coordinator will commence the continuity process. 

In the event of the BCP Coordinator, being on holiday / off sick, implementation will be the responsibility of ... 
	1.4 
	COMMUNICATION PROCESS 


Upon notification or awareness of an event, the BCP Coordinator will contact the Senior Managers / Principles of the Firm, brief them on the situation and instruct them of the mitigation arrangements relevant to the incident. 

The BCP Coordinator will then contact the Staff and inform them of the mitigation arrangements.

The contingency plans will then be carried out depending on the nature of the incident and the following contacted if appropriate -  

· Contact clients to reschedule or relocate appointments
· Inform Product Providers

· Inform MI5
· Inform FCA if appropriate

	SECTION 2 – BUSINESS PROCESSES


	2.1
	SYSTEMS 


The Firm currently utilise the following systems – 

	PROCESS 
	SYSTEM / PACKAGE 
	SUPPLIER/SUPPORT FUNCTION 
	CONTACT DETAILS 

	Telephones & Fax

	
	
	

	Internet Services 


	
	
	

	Cloud Infrastructure 


	
	
	

	Compliance 

	
	
	

	Research software 

	
	
	

	Accounting 

	
	
	

	Research software – Technical 

	
	
	

	Provider Intranet sites 
	
	
	

	Accounting
	
	
	

	Client Database & Financial Planning Software
	
	
	


	2.2
	ELECTRONIC AND PAPER RECORDS 


The Firm operates with – 

· a combination of paper and electronic files 

The files are held as follows – 

Client Computer Records

All client records including emails are maintained and held within the {name of ISP’s} servers, supported by {IT supplier} and web based with {platform}, {risk tool profile}, {back office} and can be accessed by each member of staff from any Internet connected computer/laptop (subject to our Data Protection Policy).  

Firm Accounting Records

The management accounts and statutory accounts of the Firm are maintained on {accounting software} and overseen by {accounts manager}. 
The unaudited accounts are produced by {accountants}. 

Client Filing
Client files are currently maintained in the office in locked steel cabinets.  
AND/OR

Client files are maintained in the Cloud on {name of cloud storage provider}.  

Firm Records

Firm are currently maintained in the office in locked steel cabinets.  

AND/OR

Firm are maintained in the Cloud on {name of cloud storage provider}.  

	SECTION 3 – RISKS 


	3.1
	IDENTIFICATION AND MITIGATION OF RISKS AND CONTINGENCY PLANS 


The following risks have been identified by the Firm and in each case, there is potential for: 

· Loss of business 

· Disruption to the business 

· Inability to comply with FCA requirements. 
	3.1
	IDENTIFICATION AND MITIGATION OF RISKS AND CONTINGENCY PLANS

	RISK EVENT 
	IMPACT 
	MITIGATION 
	CONTINGENCY 
	RESPONSIBILITY 

	Loss of access to premises e.g. flood or fire
	· Staff cannot work 

· Clients not able to attend the premises 
	· Alarm system 

· Fire precautions 
	· Work from home

· Use of office premises
· Use of Director’s home 
	

	Damage to or loss of paper records e.g. flood or fire damage
	· Inability to access client data

· Loss of fee agreements
	· Move to electronic documents 

· Backup systems 
	· Obtain records from Product Providers 

· Liaise with clients for info. 
	

	Failure of IT system


	· Loss of access to client records
· Loss of contact information 

· Loss of sales data 

· Loss of Invoicing and Accounting 
	· Back up systems 

· Maintenance contract with system supplier
	· Access back up data (contact MI5)
· Use alternative PC / Laptop facilities at Home or office premises
	

	Computer virus


	· Corruption of records

· Security of information

· Data protection issues 
	· Initial purchase and ongoing commitment to anti-virus software 
· Obtain client data consents to store information electronically
	· Access back up data (contact MI5)
· Utilise paper records to recreate corrupted documents 
	

	Loss of telephone service or theft of equipment 

	· Unable to contact clients and conduct day to day business 
	· Service agreement with telephone supplier
· Have agreement in place with Landlords to use their telephone systems or use Mobiles 
	· Contact telephone supplier (MI5)
· Forward calls to mobiles/ home/ alternative office premises 
	


	SECTION 4 – TESTING AND REVIEWING THE PROCESS 


	4.1 
	TESTING AND REVIEWING THE PROCESS 


The BCP Coordinator is responsible for maintaining the Plan and a review will be carried out annually. 

The Plan will be issued to all existing and new staff, all of whom have a responsibility to familiarise themselves with the content and their responsibilities therein. 

Identification of any other unspecified risks by members of staff should be referred to the BCP Coordinator in order that they may be included in the next review of the Plan. 
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