Essentials

Compliance Checklist 

Data Security Risk Checklist
	Introduction


The following areas have been risk assessed by IFA Firm Limited in relation to the security of customer data:
1. Systems & Controls
2. Staff Training & Recruitment
3. Internal Controls

4. Physical Security

5. Disposal of Data

6. 3rd Party Suppliers
	1. Risk Assessment of Systems & Controls (DP Specific)


	Risk Assessment

	Do we have written policies / procedures covering the following issues which all staff has access to?



	Issue
	Procedure reference

	IT Policy
	

	Disaster Recovery Policy
	

	Passwords
	

	Laptops / Memory Sticks 
	

	Access to Customer Data
	

	Internet / E-mail use
	

	Reporting / Notifying a Customer of a Data Loss / Breach
	

	Accepting email instructions / requests from clients
	

	Accepting telephone instructions from clients
	

	

	Issues considered and escalated to the Data Protection Management Plan

	


	2. Data Protection Risk Assessment of Staff Training / Recruitment


	Risk Assessment

	Upon recruitment, are staff trained and then tested on our Data Protection procedures
	Yes / No

	Are existing staff periodically tested on their understanding of our Data Protection procedures?
	Yes / No

	Do we ask staff to sign a declaration to confirm their understanding of our Data Protection procedures?
	Yes / No

	Do we take up references for all prospective members of staff?
	Yes / No

	Do we request DBS checks for all prospective members of staff?
	Yes / No

	Where we use the services of temporary / agency staff do we ensure agencies carry out robust checks on them prior to commencement with our firm
	Yes / No

	

	Issues considered and escalated to the Data Protection Management Plan

	


	3. Risk Assessment of  Internal Data Protection Controls


	Risk Assessment

	Are staff allocated unique passwords for access to computer systems
	Yes / No

	Do we change / disable passwords when members of staff leave the business?
	Yes / No

	Do we ask staff to change their passwords on a regular basis?
	Yes / No

	Do we monitor staff access to client data to ensure there is a genuine business need for the data being accessed
	Yes / No

	Do we verify the identity of customers who contact us by telephone?
	Yes / No

	Do we back up data securely?
	Yes / No

	Do we encrypt data which is removed from the office?
	Yes / No

	Do we vet third party suppliers to ensure that data is held securely and that their staff are properly vetted and not able to access data unless authorised?
	Yes / No

	Do we monitor internet and e-mails to ensure data is not being shared or transmitted outside the firm?
	Yes / No

	Do we block websites which could result in data loss?
	Yes / No

	Do we prohibit the use of file-sharing software?
	Yes / No

	Do we encrypt laptops to ensure that client data cannot be accessed by unauthorized individuals?
	Yes / No

	Do we have a register to monitor laptop sharing?
	Yes / No

	Do we train staff on the risks of email hacking and cloning of clients
	Yes / No

	

	Issues considered and escalated to the Data Protection Management Plan

	


	4.  Risk Assessment of Physical Security


	Risk Assessment

	Do we have the following external security measures in place:



	Alarm on the office building?
	Yes / No

	Security Access Door?
	Yes / No

	Window locks / bars / shutters?
	Yes / No

	Limited key holders?
	Yes / No

	Security Guard?
	Yes / No

	Security Camera / CCTV?
	Yes / No

	Sign in / out book for visitors?
	Yes / No

	Visitor badges / cards?
	Yes / No

	
	

	Do we have the following internal security measures in place?



	Clear desk policy?
	Yes / No

	Ensuring filing cabinets are kept locked?
	Yes / No

	Keeping passwords secure / not sharing passwords?
	Yes / No

	Ensuring computers are locked / logged off when not in use?
	Yes / No

	Secure disposal of confidential paper waste?
	Yes / No

	Ensuring computer screens are not positioned so in view of outside windows?
	Yes / No

	Ensuring personal information taken off-site is encrypted?
	Yes / No

	Regular back-ups?
	Yes / No

	

	Issues considered and escalated to the Data Protection Management Plan

	


	5. Risk Assessment of Disposal of Data


	Risk Assessment

	Do we have a process in place to ensure the secure disposal of paper-based records (e.g. shredder / accredited disposal company)
	Yes / No

	Do we ensure that all staff are aware of the procedure for disposing of paper-based records?
	Yes / No

	Do we have a process in place to ensure the secure disposal of electronic data?
	Yes / No

	Do we ensure that all staff are aware of the procedure for disposing of physical and electronic data?
	Yes / No

	

	Issues considered and escalated to the Data Protection Management Plan

	


	6. Risk Assessment of Third Party Suppliers


	Risk Assessment

	Do we know who has access to our customer data at the Third-Party Supplier and whether this data could be copied?
	Yes / No

	Do we ensure that our customer data is secure in transit between ourselves and our Third-Party Suppliers?
	Yes / No

	Do we ensure that staff provided by our Third-Party Suppliers (including cleaners / security staff / temporary staff) who have access to our customer data have been property vetted?
	Yes / No

	Do we have procedures in place to ensure that staff provided by our Third-Party Suppliers cannot get access to our customer data unless they have the appropriate authorization?
	Yes / No

	

	Issues considered and escalated to the Data Protection Management Plan

	


	Data Protection Management Plan



	What Risk has been identified? 
	What changes will be implemented to mitigate the risk?
	How will the implemented changes be monitored
	Change owned by
	Change implementation date

	
	
	
	
	


Essentials:

Page 1 of 5
ESS07112023 Data Security Checklist
PAGE  
Essentials:

Page 1 of 5
ESS07112023 Data Security Checklist

