Essentials



Disaster Recovery Plan ****
The arrangements described in this document are effective from 1st January until 31st December unless otherwise modified.

The person responsible for the plan and its implementation is AB.
Premises
CD trades from 1 location, 

Address
The premises are fitted with secure locks, both to the external doors to the building and to the 4th Floor premises, and an alarm system is in place and procedures in place to activate this when the office is not in use. The system automatically notifies key individuals within the business.

The premises are fitted with smoke alarms, fireproof doors and Fire Extinguishers. Regular checks are carried out by the Landlord that include Fire checks and report from London Fire Brigade and Electrical tests from XYZ. Fire alarm tests occur weekly.

Cabinets, Safe and Paper Records
All Cabinets and desks are lockable. They are not Fire-proof, but all client records are maintained electronically and have automatic external back up (see below).


There is no safe on site, and we do not hold client documents 
Computer Records
All computers, including laptops, are password protected. All laptops are required to be stored in a locked cabinet or desk when the office is not open.
All computer records are backed up overnight, on a daily basis. This is carried out remotely by I BUS backup by EFG daily. These records are stored in secure sites.

Locum

We are not required to have a Locum agreement, as we have the required number of authorised and regulated individuals in the appropriate areas. However, we have in place a ‘fail-safe’ locum agreement with:
Name and Address of locum
Notification of Staff
In the event of a “disaster” staff will be contacted by AB. All staff are supplied with a list of contact details for other members of staff, which is attached to this document.

All staff will be required to work from home, or at a destination agreed at the time that will depend on the circumstances. 
Client and Professional Contact Lists

All client list, together with details of solicitors, accountants, introducers, product providers, insurers and IT Support are retained electronically and can be recovered from the computer back-ups. It will be the responsibility of the Directors to ensure that all clients and professional contacts are written/contacted to advise of the situation.
Remedial Action

1. The office would initially be set up at the home of AB, but the facility exists for CD to use the premises of the Locum if necessary. – Risk: Low
2. This could be put in place immediately, and computer facilities are already in place.
3. Staff would be immediately contacted by AW and action and location issues agreed. In the event of AW being unable to fulfil this requirement, the responsibility passed to HI, then JK. – Risk: Low

4. AW to contact Post Office to ensure mail redirection.

5. AW would contact LM Software to obtain software disks and establish server through NOP Ltd. I BUS backup by EFG will then download reconstituted files onto server and all records would then be restored. Reinstatement of records should take c. 2-3 days. Risk: Medium - A test of these procedures will take place in 2014 to establish potential ability to reduce risk.

6. Our computer service provider, NOP Ltd, would be available to provide external support regarding IT. Risk – Low
7. Key and critical status Clients and professional connections would be contacted within 3 days by telephone. AW would ascertain from all employees what work that is current is time critical and emphasis would be placed on this area. All other clients to be written to within 5 days.

This document constitutes the record required under SYSC 3.2.19
Signed (Partners/Directors)


………………………………………..  Date……………………



………………………………………..  Date……………………



………………………………………..  Date……………………

Compliance Officer…………………….……..………..  Date…………………….

Staff contact details:

AW
Home: 

Mobile: 

011
Home: 

Mobile: 

123
Home: 

Mobile: 

456
Home: 

Mobile: 

789
Home: 

Mobile: 

012
Home: 

Mobile:

013
Home: 

Mobile: 

014
Home: 

Mobile: 

015
Home: 

Mobile: 

016
Home: 

Mobile: 
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