Essentials

RISK ASSESSMENT AND MITIGATION PLAN – 20**
Text is for example purposes only.

	N0.
	RISK
	RISK RATING
	TEST / ACTIONS
	FREQUENCY
	BY WHOM
	Managed Risk

	1
	Failure to be aware of and maintain the current Financial Resources Requirement 

(5% of income (min £20k plus non-conforming excesses & exclusions)
	H
	Accounts to be reconciled on a monthly basis – balances checked monthly

	Monthly

(at least)
	Compliance Officer 
	

	2
	Failure to register an Approved Person with FCA under Controlled Functions


	H
	Controlled Functions to be checked on a regular basis against Approved Persons register and ensure correct entries reported within GABRIEL submission


	6 monthly
	Compliance Officer


	

	3
	Failure to remain competent by not maintaining awareness of changes to procedures and operational requirements expected by the Regulator


	M
	FCA website to be checked on a regular basis.
Regular email briefings from TCD
Quarterly regulatory updates from TCD

	Weekly
	Compliance Officer 
	

	4
	Non completion of the Annual Compliance Report
	L
	Annually in July – completed by SMF16 together TCD

	Annually
	Compliance Officer 
	

	5
	Failure to maintain adequate management information i.e. New Business/Review Register and Key Performance Indicators


	H
	Management information to be collated & overviewed on a regular basis
	Daily
	Compliance Officer 
	

	6
	PII – Ensuring that PII is fit for purpose and meets with current FCA requirements 
	H
	Guarantee that sufficient time is allocated at least one month prior to expiry to discuss requirements of renewal with the insurance company
	Annually
	Compliance Officer
	

	7
	Breach of Data Security rules/procedures
	M
	Ensure annual training is up to date

Undertake regular spot checks to verify that staff are adhering to the procedures laid out within the compliance plan i.e. clear desk policy, regular data backups, client files locked away securely etc.
	Annually

Monthly
	Compliance Officer
	To date training has been ad-hoc but we have an action to include formal training

	8
	Business Continuity Risk
	M
	Ensure that disaster recovery plan is up to date 

	Annually
	Compliance Officer
	L10 review & managing risk of key person failure

	10
	Loss of client base
	M
	Collate data regarding clients leaving the firm, investigate reasons why and identify trends/patterns.  Present information at Board Meetings for further assessment and discussion
Keeping annual review register up to date
	Annually 
	Practice Manager
	

	11
	Non compliance with Anti-Money Laundering Regulations
	H
	Staff to receive procedures and acknowledge receipt in writing

Spot checks on client files to ensure compliance with Money Laundering Rules i.e. original ID seen & recorded

Staff to receive appropriate training

Monitor use of Sanctions List


	Annually

Quarterly

Annually

Quarterly
	Money Laundering Reporting Officer
	Training session to be arranged to update on these procedures

	12
	Failure to notify the Regulator immediately of any material breaches of FCA Rules/Principles, Criminal or Civil proceedings or Regulatory investigations


	H
	SMF16 is aware of rule breaches as a result of embedded monitoring conducted at practice manager level   

Remedial action programme should negate notification but this will be done as necessary 


	Monthly
	Compliance Officer
	

	13
	Failure to give advanced notice of any changes to company name or address


	L
	Senior person within the firm to administer such changes
	On Arising
	Compliance Officer
	

	14
	Failure to deal with complaints adequately and within the necessary timescale


	H
	Complaints register to be checked on a regular basis as well as a progress report being obtained
Annual training in place for all staff to ensure that there is an understanding what a complaint is and how this is handled

	6 monthly
	Compliance Officer
	


	N0.
	RISK
	RISK RATING
	TEST / ACTION
	FREQUENCY
	BY WHOM
	Managed Risk

	15
	Financial Promotions which are not current and approved resulting in the customer being misled


	L
	Check Financial Promotions are up to date including all literature, website etc

Controlled through financial promotions register actioned by practice manager

	Yearly
 
	Practice Manager

	

	16
	Failure to maintain accurate and up to date records
	H
	Records to be reviewed on a regular basis


	Monthly
	Practice Manager

	

	17
	Failure to advise clients appropriately 
	H
	Advisers are all technically competent at advanced level with up-to-date CPD

Client files are sampled independently for quality of advice
	6 monthly
	Advisers self-supervised 

TCD
	File reviews have not been done over previous 1 months but will be rectified in May

There is no oversight of self supervision – to discuss with partners – consider per reviews of CPD

	18
	Failure to maintain investment portfolio performance 
	H
	Fund selection & research is outsourced to Albion (due diligence complete) 
IMC has oversight of Portfolio construction & maintenance 


	6 monthly
	IMC Chair
	IMC Chair to be appointed 
IMC terms of reference to be established 

	19
	Failure to maintain up to date systems & controls through procedures
	H
	Annual review of existing procedures & updating as required with assistance from TCD

Implementation of new procedures as required by changes to regulation
	Annually

As required
	Compliance Officed / TCD
	Procedures are currently in need of review – scheduled for July 


This document should be utilised to promote discussion around the various topics during your board meetings.

RISK ASSESSMENT PROMPT SHEET – April 20**
	1
	PII - Ensure that PII is fit for purpose, meets with FCA requirements & sufficient time is allocated to discuss requirements at renewal with insurance co.

	2
	Financial Resources – Be aware of current requirements, proposed changes and demonstrate regular testing in order that breaches are not allowed to occur. (Planned changes w.e.f. June 2016)

	3
	Data Security – ensure annual training is up to date.  Undertake regular spot checks to verify that staff are adhering to procedures laid out within the compliance plan i.e. clear desk policy, regular backups, client files locked away securely etc. Are Staff aware of risk from spoof/fake emails?

	4
	Loss of client base – Collate data relating to clients leaving the firm, investigate the reasons why & identify any trends/patterns. Present information at Board Meeting for further assessment & discussion.

	5
	Recruitment & staff retention – CII SPS certification renewed & evidenced, staff training plans reviewed regularly & skills gaps discussed, CPD up to date, correct procedures followed & qualifications seen prior to recruiting new staff.

	6
	Business Continuity/Locum arrangements – Arrangement still valid / sufficient assistance available in event of CF30 or PTS being absent

	7
	AML – Annual training up to date & all staff aware of their obligations.  Monitor use of sanctions list, obtaining & recording details of relevant identification.  AML supervisor sufficiently qualified & up to date with procedures in order to manage other staff.

	8
	Permissions – Are all staff aware of their permissions/restrictions & ensure that they are adhering to these at all times (chart prominent/readily available for staff)

	9
	Regular staff meetings to discuss the business, potential risks, trends and ensure that all staff are aware of issues and actions required to address such matters

	10
	Are all staff fully aware of the impact that RDR is making on the IFA market? Whilst it is 3 years since implementation RDR continues to require focus. Treatment of trail is likely to change dramatically on 2016.  How many clients are receiving adviser charging/ongoing service and how many still need transferring from historic agreements.

	11
	Unrestricted Advice – Evidence that you are truly unrestricted.  Are supervisors monitoring trends by using KPI documentation with their staff?  Do you undertake regular market research and can provide copies of such investigations.  Could an external IFA/Compliance Officer follow an audit trail and be satisfied as to why a provider was chosen.  Do staff have sufficient knowledge of less utilised products such as VCTs, EISs etc. Despite these being rarely recommended to be truly independent, advisers should be competent in these areas.

	12
	Use of Sanctions List – Are checks in place to ensure that all staff are aware and using the list?  Does the Firm regularly scan its database of clients for appearances on the list?  Are all staff confident of procedures to follow if a client matches a name on this Sanctions List?

	13
	File checking – How frequently are files checked? By whom? Is an external company used to mitigate complacency of the internal file checker and ensure consistency is achieved

	14
	CPDs & SPS – Do staff files show CPD records? All staff hold current SPS.  Are any staff leaving all their CPD to the last month; ensure that this is split evenly throughout the year to avoid possibility of non-achievement.  Are staff aware that CPD requirements are 35 per year with 21 of those being structured?  Do staff use a diary system to ensure that time is allocated & training booked in advance?  Fit & Proper declarations up to date and retained?

	15
	Wraps & Platforms/Providers – Evidence of research as to why a particular platform is selected. Do sales show a bias towards a particular product/provider – if so address any issues.

	16
	Pensions Freedom/Income drawdown – Is a robust diary system in place.  How are client interviews conducted i.e. face to face, telephone.  Are interviews undertaken annually? Are staff aware of the regulatory interest in this area?

	17
	TCF – Diary systems, non-earnings register, aware of sensitivity and FCA interest in attitude to risk/capacity for loss

	18
	Complaints – All staff aware of procedures and what constitutes a complaint?  Records retained for sufficient tome periods? Data captured and reported to FCA, being aware of recent changes where the Regulator requires details of the adviser, ensuring a clear audit trail is developed and stays with the individual not the firm.

	19
	Conflicts of interest policy – Staff aware of gift amounts? Register regularly checked and updated.  Trends – any staff member who appears to benefit frequently.

	20
	Roles / job descriptions / responsibilities: Are these agreed regularly by the Senior Management team? Is this documented? Who would deputise each area in the event of prolonged illness?
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