Essentials																	
Systems and Control risk management review ________ period

This is a strategic document. It only reviews those elements of a business which, if not in place, could result in an adverse and significant financial / regulatory / detrimental outcome. It should be completed at least every 3 years under the authority of a senior manager, and should be presented to the Board.

	Area of business
	Issues to consider
	Responses

	Governance
	Directors
	

	
	Who they are
	

	
	Any NEDs*?
	

	
	Role of NEDs
	

	
	Senior Manager responsibilities
	

	
	Compliance
	

	
	AML
	

	
	Prescribed responsibilities
	

	
	Responsible for SM regime
	

	
	Responsible for Certification regime
	

	
	Responsible for Notifications
	

	
	Responsible for fraud prevention
	

	
	Board
	

	
	Structure
	

	
	ToR*
	

	
	Review & refreshing ToR
	

	
	Board Meetings
	

	
	How often
	

	
	Quorum (incl. mandatory representation from key elements of the firm)
	

	
	Agenda
	

	
	Board breakouts (projects/committees)
	

	
	Compliance
	

	
	Finance
	

	
	Sales
	

	
	Operations
	

	
	Investment
	

	
	Staff
	

	
	
	

	Organisation
	Structure
	

	
	Documented?
	

	
	Reviewed when and by who?
	

	
	Shows reporting lines?
	

	
	Job descriptions
	

	
	All staff (incl. directors) have them?
	

	
	Who reviews, updates?
	

	
	Reporting lines clear to staff? 
	

	
	Allocation of management responsibilities
	

	
	How does each manager know what his/her responsibilities are?
	

	
	What are the key responsibilities?
	

	
	What is the “house” method for assessing the effectiveness of managers discharging their responsibilities?
	

	
	
	

	Compliance
	    How is the compliance function structured?
	

	
	Are there clear compliance related staff responsibilities, and are the staff aware of them?
	

	
	What are the key compliance procedures in the firm?
	

	
	Are they documented adequately?
	

	
	Are staff trained in these procedures and do they have access to them?
	

	
	How are the procedures monitored internally?
	

	
	How is this documented?
	

	
	Are there exception reports and are these escalated to the appropriate line manager?
	

	
	How is compliance reported to the board?
	

	
	
	

	Anti-Money Laundering
	Are staff trained in AML and is this documented?
	

	
	How is compliance with AML procedures monitored?
	

	
	
	

	Data protection
	Are employees trained regularly on DP procedures and risks? 
	

	
	Is data backed up on the cloud and on physical drives?
	

	
	How is accidental data leakage prevented (e.g. hardware password protection / clean desk policy)?
	

	
	
	

	Risk Assessment
	How does the firm review its internal and external risks?
	

	
	How does the firm review / audit the key regulatory functions (governance, advice, investment, T&C)?
	

	
	How is advice delivery monitored for suitability? 
	

	
	What is the process for dealing with adverse review / audit outcomes?
	

	
	
	

	Management Information
	What MI is routinely required by the board?
	

	
	How is this communicated to the board?
	

	
	What are the main sources of MI and how is it captured?
	

	
	Who is responsible for the collection and quality of MI?
	

	
	How is MI validated?
	

	
	Where there is missing data, how is this dealt with?
	

	
	How does the firm record MI details, frequency and responsibilities?
	

	
	
	

	Investment desk
	Is there a senior manager in charge of investment?
	

	
	Is there a defined investment philosophy and does this dictate a documented investment strategy?
	

	
	Is there an investment committee and is this supported by a ToR?
	

	
	Where elements of the investment process are outsourced how is initial and ongoing due diligence undertaken?
	

	
	How often is fund research undertaken?
	

	
	How is fund re-balancing and switching implemented?
	

	
	
	

	Suitability of employees
	How is an individual’s suitability for a job assessed prior to recruitment?
	

	
	How is an individual’s honesty and competency assessed prior to employment?
	

	
	How are these two assessments reviewed on an ongoing basis?
	

	
	What are the firm’s training processes enabling employees to attain and maintain competence?
	

	
	Are training procedures available to staff?
	

	
	Is there a disciplinary procedure including termination of contract?
	

	
	Is there a register of staff responsibilities and allocations?
	

	
	
	

	Business strategy
	Does the firm have a business plan / strategy?
	

	
	Documented/reviewed?
	

	
	Does the firm have a capital at risk and wind down assessment?
	

	
	Does the board ratify?
	

	
	
	

	Remuneration policy
	What is the remuneration strategy for execs, incentivised staff?
	

	
	How is the conflicts of interest risk of incentivised staff managed?
	

	
	
	

	Business continuity
	Does the firm have a disaster recovery plan?
	

	
	Documented/reviewed?
	

	
	Does the board ratify?
	

	
	
	

	Records
	Are records secure and only accessible to the appropriate staff?
	

	
	What is the firm’s record retention policy?
	


*NED: Non-executive directors
*ToR: Terms of Reference
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_________________________
Senior Manager (name & designation)



_________________________
Senior Manager (Signed)
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